...the choice for quality, harmony, safety and care.

Information and Communication Technology Policy

Purpose and Legislative Framework

Mt Hira College provides access to digital technologies, computer facilities and internet resources to
support teaching, learning and communication within the College community. The College recognises that
information and communication technologies are valuable tools that enhance educational opportunities,
enable collaboration and broaden students’ access to knowledge.

This Policy establishes the expectations for the safe, responsible and ethical use of digital technologies
within the College and aims to ensure that students and staff use digital resources in a manner that
supports learning, protects student wellbeing and reflects the College’s values and ethos.

Mt Hira College recognises that digital environments present both opportunities and risks. The College is
committed to implementing appropriate safeguards to minimise online risks and to ensure that students
are protected from harmful content, cyberbullying and other forms of online misconduct.

This Policy supports the College’s compliance with relevant legislation and regulatory obligations including:

- Education and Training Reform Act 2006 (Vic)

- Education and Training Reform Regulations 2017 (Vic)

- Victorian Child Safe Standards (2022)

- Ministerial Order 1359 — Implementing the Child Safe Standards
- Privacy Act 1988 (Cth)

- Health Records Act 2001 (Vic)

- Occupational Health and Safety Act 2004 (Vic)

This Policy forms part of the Mt Hira College Child Safety Program and operates alongside the College’s
Child Safety and Wellbeing Policy, Student Duty of Care Policy, Privacy Policy and Complaints Handling
Policy.

The safety, wellbeing and best interests of students remain the primary considerations in the use of digital
technologies at the College.

Scope
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This Policy applies to all individuals who use or access the College’s information and communication
technologies including students, staff members, volunteers, contractors and external service providers and
visitors using College systems or networks.

The Policy applies to all digital technologies used within the College environment including computer
hardware and devices, the College network and internet services, learning management systems and
online learning platforms, email and communication systems and digital storage systems and cloud
services.

The Policy applies to the use of digital technologies during school hours, during school activities and, where
relevant, outside school hours where student conduct has a clear and close connection to the College
community.

Rationale

Mt Hira College provides computer facilities and internet access primarily for educational purposes related
directly to the curriculum and students’ courses of study. Access to digital technologies supports students
in undertaking research, developing digital literacy skills, collaborating with others and engaging with
contemporary learning resources.

The development and use of online resources provide students with opportunities to broaden their
knowledge and understanding, access current information and develop independent learning skills.

The College recognises that the internet contains material that may be inappropriate for school use. Whilst
the College implements safeguards such as filtering and monitoring systems to minimise exposure to
harmful content, it is acknowledged that no technological system can completely eliminate all risks
associated with internet use.

Students are therefore expected to use digital technologies responsibly and in accordance with the
College’s expectations and values.

Statement of Commitment

Mt Hira College is committed to providing a safe digital learning environment where technology supports
student learning while protecting students from harm.

The College maintains zero tolerance for cyberbullying, online harassment, grooming, exploitation or any
behaviour that places students at risk through digital technologies.

The College expects all members of the school community to demonstrate responsible digital citizenship,
respect the rights and dignity of others and use digital technologies in a manner consistent with the
College’s values.

The College reserves the right to monitor digital activity conducted on its systems, including files, email

communication and internet usage, to ensure compliance with this Policy and to maintain a safe learning
environment.
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A:cceptable Use of Digital Technologies

Students are provided with access to the College’s digital technologies on the understanding that they will
be used responsibly and primarily for educational purposes.

Students are expected to use College computer facilities and internet access for educational purposes, act
lawfully and ethically when using digital technologies, respect the rights, safety and privacy of others,
follow teacher instructions when using digital devices or online resources and protect their login

credentials and personal information.

Students must not use College ICT systems for illegal, fraudulent or deceptive purposes, or for creating,
accessing or distributing material that may be offensive, harmful or inappropriate.

The College expects students’ behaviour online, including outside school hours, to reflect the principles of
the Student Code of Conduct, particularly where there is a clear connection to the College community.

ROLES AND RESPONSIBILITIES
Principal

- Ensure implementation and compliance with this policy
Deputy Principals

- Oversee student behaviour and policy enforcement
- Ensureincidents are addressed and recorded

ICT Manager

- Manage ICT systems and network security

- Oversee online child safety risks and mitigation strategies
- Monitor filtering, access and cyber risks

- Support staff and leadership in ICT safety practices

Staff Responsibilities

Staff members play an important role in promoting safe and responsible use of digital technologies within
the College.

Staff responsibilities include supervising students when digital technologies are used in learning
environments, modelling appropriate and respectful digital behaviour, promoting digital citizenship and
cyber safety awareness, responding to incidents involving misuse of digital technologies and reporting
concerns relating to online safety or inappropriate conduct.

Staff must communicate with students using authorised College communication platforms and must
comply with the College’s Staff Code of Conduct and Child Safety requirements when using digital

technologies.

Student Responsibilities
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VQ
Students are expected to demonstrate responsible digital citizenship and to use digital technologiesin a
safe and respectful manner.

Students must protect their passwords and login credentials, use their own accounts and not access other
users’ accounts or files, avoid accessing, creating or distributing inappropriate material, respect copyright
laws and avoid plagiarism, respect the privacy of others and not share personal information without
permission and report inappropriate online behaviour or harmful content to a teacher.

Students must not attempt to interfere with the operation of College systems, bypass security controls or
install unauthorised software on College devices.

Computer and Internet Rules

Students must not use the internet or computing facilities for unacceptable purposes including
downloading, viewing, copying or distributing material that is illegal, offensive, dangerous or inappropriate.

Students must not obtain, view or send messages or files containing sexually explicit or offensive content,
send or obtain material in violation of Commonwealth or State laws, install software on College computers
without permission, alter computer settings without authorisation, access or modify another student’s files
or folders, disclose personal information about themselves or others without approval, arrange to meet
individuals they have met online, infringe copyright or plagiarise materials, buy or sell goods online using
College systems or attempt to gain unauthorised access to computer systems.

Students who accidentally encounter inappropriate material must immediately notify a teacher or
supervising staff member.

Internet Access and Monitoring

Internet access is an integral component of the College curriculum. The College implements filtering and
monitoring systems to reduce the likelihood of students accessing harmful or inappropriate content.

Despite these safeguards, the College acknowledges that no system is completely foolproof. Students must
therefore exercise responsible judgement when using digital technologies.

The College reserves the right to monitor internet usage, network activity, files and email communications
conducted through College systems to ensure compliance with this Policy and to maintain a safe digital
learning environment.

Consent and Access

Students may only access College computer systems and internet services after the College has received a
consent form signed by both the student and a parent or guardian.

This consent confirms that the student and their family understand the expectations outlined in this Policy
and agree to comply with them.

Misuse and Disciplinary Action

Improper use of digital technologies may result in disciplinary action.
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Responses to misuse may include temporary suspension of ICT access, restrictions on device or internet
use, restorative conversations or counselling and behaviour management actions in accordance with the
College’s Student Behaviour Policy.

Serious or repeated misuse may result in further disciplinary measures.
Risk Management
The College adopts a proactive approach to managing risks associated with digital technologies.

Online safety risks are monitored through the College’s Child Safe Standards Risk Register and through
supervision, monitoring systems and digital citizenship education.

Risk management practices aim to minimise exposure to harmful online content and support safe digital
learning environments.

Policy and Program Review

This Policy forms part of the Mt Hira College Child Safety Program and supports the implementation of the
Victorian Child Safe Standards and Ministerial Order 1359.

The College adopts a continuous improvement approach by reviewing incident data, risk register entries,
staff training records and community feedback to strengthen digital safety systems.

Related Documents

e Child Safety and Wellbeing Policy

e Student Duty of Care Policy

® Privacy Policy

e Staff Code of Conduct

e Child Safety Code of Conduct

e Child Safe Standards Risk Register

e Child Safety Records Management Policy
e Complaints Handling Policy

e Incident Reporting Procedures

e Student Code of Conduct
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Policy Governance Information

Review Date: February 2026

Approved by the Board on: March 2026

Next Scheduled Review: February 2028
Responsible Person for Implementation: Principal

Chairperson: Mr Tugrul Usta Signature:

This Policy will be communicated to staff, parents, students and the wider community through newsletters,
assemblies, staff meetings, student and staff handbooks and the College website.

This Policy is reviewed as part of the College’s two-year policy review cycle.
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